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Quickstart

The links SIMKL TV and SIMKL MOV examine show and movie titles on IMDB, Netflix, Prime Video, Disney
Plus and search SIMKL TV or SIMKL Movies respectively. Just add them to your bookmarks and klick on them,
when viewing a supported page.

The link hiv hides/shows img, iframe and video elements.

The link rif removes the filter style property from images.
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List of Code Blocks

1 Netflix More More Info

1. Create a bookmark for the Javascript link Netflix MMI.

2. On a Netflix page click on the bookmark for Netflix MMI

3. Click any More InfoorEpisodes & Info button.

4. When loading a new Netflix page, the bookmark must be activated again.

The titles shown in the Collection and More Like This sections are augmented with an additional More

Info link.

There is also a browser extension available, which loads the Javascript code automatically:

¢ Netflix More More Info — Get this Extension for FF Firefox (en-US)

¢ Netflix More More Info - Chrome Web Store
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2 Development/WebExtensions API

2.1 Firefox

For Firefox get mozilla/web-ext: A command line tool to help build, run, and test web extensions and run

‘web—ext build

Sign the extension on Developer Hub :: Add-ons for Firefox.

Consider using package. json:

{

"scripts": {
"start:firefox": "web-ext run —--source-dir ./netflix-more-more-info/",
"build: firefox": "web-ext build --source-dir ./netflix-more-more-info/"

2.2 Google Chrome

Chrome allows unsigned package installation from a folder.

The developer console on Chrome Web Store allows to publish extensions.

2.3 NodedS

The regular binary releases are available at Index of /download/release/, currently node-v22.12.0-linux-x64.tar.gz.

An LTS PPA is available at Nodesource Node.js DEB, see also nodesource/distributions: NodeSource Node.js
Binary Distributions

curl -fsSL https://deb.nodesource.com/setup_22.x | sudo -E bash -
sudo apt-get install -y nodejs

2.4 Examples

See also mdn/webextensions-examples: Example Firefox add-ons created using the WebExtensions API in partic-
ular webextensions-examples/annotate-page at main - mdn/webextensions-examples.

2.5 Image to ASCII

From Image to ASCII: Free ASCII Art Converter
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(continues on next page)
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https://addons.mozilla.org/en-US/developers/
https://chrome.google.com/webstore/devconsole/
https://nodejs.org/download/release/
https://nodejs.org/download/release/v22.12.0/node-v22.12.0-linux-x64.tar.gz
https://deb.nodesource.com/
https://github.com/nodesource/distributions
https://github.com/nodesource/distributions
https://github.com/mdn/webextensions-examples
https://github.com/mdn/webextensions-examples/blob/main/annotate-page
https://www.asciiart.eu/image-to-ascii
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2.6 Textarea

Source: javascript - simulate keyboard input / insert string into textarea (adwords) - Stack Overflow

const textarea = document.getElementsByTagName ('textarea') [0]
function setNativeValue (element, value) {

const { set: valueSetter } = Object.getOwnPropertyDescriptor (element, 'value') || {}

const prototype = Object.getPrototypeOf (element)

const { set: prototypeValueSetter } = Object.getOwnPropertyDescriptor (prototype, 'value')
= {}

if (prototypeValueSetter && valueSetter !== prototypeValueSetter) {

prototypeValueSetter.call (element, value)
} else if (valueSetter) {
valueSetter.call (element, value)
} else ({
throw new Error ('The given element does not have a value setter')

}
setNativeValue (textarea, 'some text')
textarea.dispatchEvent (new Event ('input', { bubbles: true }))

2.7 Interesting Error Message

Uncaught SyntaxError: expected expression, got end of script div>');c=c.firstChild;document.
—querySelector ("body") .appendChild(c) ; c=document .getElementById("notes-container");
—a=document .getElementById ("notes");c.style.maxWidth="300px";c.style.minWidth="300px";c.
—style.maxWidth="800px";c.style.minWidth="800px";c.style.backgroundColor="white";c.style.
—color="black";c.style.display="grid";c.style.font="16px serif";c.style.fontPalette="normal";
—c.style.fontSynthesis="weight style small-caps position";c.style.gridTemplateRows="min-
—content Opx auto min-content";c.style.letterSpacing="normal";c.style.margin="0px 5px";c.
—style.maxHeight="100vh";c.style.maxWidth="20vw";c.style.minHeight="50vh";c.style.minWidth=
—"20vw";c.style.padding="5px";c.style.position="fixed";c.style.right="0px";c.style.
—textTransform="none";c.style.top="50px";c.style.zIndex="99999"; c;var d=document.
—~getElementById("notes-container—-card-img");d.style.zIndex="100000";d.style.marginRight="8px
—";d.style.marginTop="8px";var g=document.getElementById("notes-container-img");g.style.
—display="none";g.style.width="18px";g.style.border="none";g.style.float="right";g.style.
—margin="0px";g.style.padding="0px";var i=document.getElementById("notes-container-img-span
—");i.style.display="none";i.style.fontSize="30px";i.style.lineHeight="30px";1i.style.
—backgroundColor="#efbfff";i.style.color="black";i.style.border="none";i.style.float="right";
—i.style.margin="0px";i.style.padding="0px"; function j(){var a=document.getElementById (

—"notes—-container-img");var b=document.getElementById("notes—-container-img-span");if (a.
—complete| |a.naturalWidth) {a.style.display="";b.style.display="none"; }else{a.style.display=
—"none";b.style.display="inline-block"; }}window.setTimeout (j,500) ;var k=c.querySelector ("h6

—");k.style.color="black";k.style.font="700 1l6px serif";k.style.fontPalette="normal";k.style.
—fontSynthesis="weight style small-caps position";k.style.letterSpacing="normal";k.style.

< lineHeight="normal";k.style.margin="0px";k.style.padding="3px 7px";k.style.textTransform=
—"none";var l=c.querySelector ("h6 span");l.style.margin="0";1l.style.padding="0";a.style.
—background="transparent";a.style.color="black";a.style.display="block";a.style.fontPalette=
—"normal";a.style.fontSynthesis="weight style small-caps position";a.style.font="16px_
—monospace";a.style.height="initial";a.style.letterSpacing="normal";a.style.margin="0px";a.
—style.outline="initial";a.style.overflowWrap="normal";a.style.overflowX="auto";a.style.
—padding="3px S5px";a.style.position="initial";a.style.textDecoration="initial";a.style.
—textTransform="none";a.style.textWrap="nowrap";a.style.whiteSpace="pre";a.style.width=
—"initial";var m=document.getElementById ("notes-container-button-bar");m.style.color="black";
—m.style.display="grid";m.style.fontPalette="normal";m.style.fontSynthesis="weight style_
—small-caps position";m.style.font="14px sans-serif";m.style.gridTemplateColumns="min-
—~content auto min-content min-content min-content";m.style.letterSpacing="normal";m.style.

—margin="Opx";m.style.padding="3px Opx Opx Opx";m.style.textTransform="none" ; QBN OB BEERALE)
—getElementById("notes-always—active-button");o.style.backgroundAttachment="scroll";o.style.
—backgroundColor="transparent";o.style.borderColor="transparent";o.style.borderRadius="3px";
—o.style.borderStyle="solid";o.style.borderWid}h="1px";o0.style.boxSizing="border-box";o.
—style.color="rgb (69, 69, 69)";o.style.height="24px";o0.style.marginLeft="0px";o0.style.
—overflow="visible";o.style.padding="1px Opx 2px Opx";o.style.textAlign="center";o.style.
—whiteSpace="nowrap";o.style.fontPalette="normal";o.style.fontSynthesis="weight style small-
—caps position";o.style.font="14px sans-serif";var p=document.getElementById("notes—-always—



https://stackoverflow.com/questions/33063418/simulate-keyboard-input-insert-string-into-textarea-adwords
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3 The Trouble With CSS

TL;DR: Content Security Policy (CSP) takes the fun out of CSS and inline style attributes. But do not fear! There
is a remedy.

When developing a browser extension following the WebExtensions API, adding HTML elements can easily cause
CSS pollution. Conflicting CSS rules either put the host page or the extension elements out of whack.

A simple solution is to use explicit style attributes on custom extension elements.

A better solution is to use the ShadowRoot.

The WebExtensions API provides for injecting CSS into web pages by various means, e.g.
* background task (tabs.insertCSS(), scripting.insertCSS()),
* content scripts (manifest. json).

However, none of them can affect or target ShadowRoot.

So, the method of choice used to be the simple JavaScript approach of style elements with extension URLs or
verbatim text, e.g.

* <link rel="stylesheet” href="URL”>,
o <style src="URL>",
o <style>CSS rules</style>.
Neither these methods, nor explicit style attributes work with CSP style-src ‘self” anymore.

The remedy is to use constructable stylesheets (Web APIs) (see also Constructable Stylesheets (web.dev)).

3.1 ShadowRoot

The element tree in the shadow root is independent from the element tree in the main document.

const myStyleSheetText = "#kspan { color: blue; }";
const myDiv = document.createElement ("div");
myDiv.setAttribute ("id", "koeniglich");

document .querySelector ("body") .appendChild (myDiv) ;
const myShadow = myDiv.attachShadow ({ mode: "open" });
let mySpan = document.createElement ("span");
mySpan.setAttribute ("id", "kspan");

mySpan.textContent = "I'm in the shadow DOM";

myShadow.appendChild (mySpan) ;

Shadow elements are not accessible from the main document, so

console.log("document #kspan:", document.querySelector ("#kspan") ? document.querySelector ("
—f#kspan") .textContent : document.querySelector ("#kspan"));

returns null, while

console.log("myShadow #kspan:", myShadow.querySelector ("#kspan") ? myShadow.querySelector ("
—f#kspan") .textContent : myShadow.querySelector ("#kspan"));

returns the shadow element


https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions
https://developer.mozilla.org/en-US/docs/Web/API/ShadowRoot
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/tabs/insertCSS
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions/API/scripting/insertCSS
https://developer.mozilla.org/en-US/docs/Web/API/ShadowRoot
https://developer.mozilla.org/en-US/docs/Web/API/Web_components/Using_shadow_DOM#constructable_stylesheets
https://web.dev/articles/constructable-stylesheets

myShadow #kspan: I'm in the shadow DOM

After adding an element with the same ID in the regular DOM,

const myOuterDiv = document.createElement ("div");
myOuterDiv.setAttribute ("id", "visible");

document .querySelector ("body") .appendChild (myOuterDiv) ;
mySpan = mySpan.cloneNode () ;

mySpan.textContent = "So this is outside the shadow";
myOuterDiv.appendChild (mySpan) ;

the query for the ID kspan,

console.log("document #kspan:", document.querySelector ("#kspan") ? document.querySelector ("
—f#kspan") .textContent : document.querySelector ("#kspan"));

delivers the outer element:

document #kspan: So this is outside the shadow

3.2 Violation of Content Security Policy “style-src ‘self’...”

Test Websites:
Site Problem
https://www.pornhub.com/ assigns values to textarea, e.g. width
https://developer.mozilla.org/en-US/docs/Web/CSS/flex | messes with the CSS
https://pypi.org Content Security Policy “style-src ‘self’”

The standard method of constructing a style element,

const style = document.createElement ("style");
style.textContent = myStyleSheetText;
myShadow.appendChild (style)

results in the error message

Content-Security-Policy: Die Einstellungen der Seite haben die
Anwendung eines Styles (style-src-elem) blockiert, da er gegen
folgende Direktive verstdRt: "style-src 'self' ..."

Using a link element instead,

const link document .createElement ("1ink");
link.setAttribute("rel", "stylesheet")

link.setAttribute ("href", "https://sw-amt.ws/not-there.css")
document .querySelector ("body") .append (link)

also results in the error message

Content-Security-Policy: Die Einstellungen der Seite haben die
Anwendung eines Styles (style-src-elem) blockiert, da er gegen
folgende Direktive verstoBt: "style-src 'self' ..."

Since the browser now hides the relevant CSP header, use wget(1) to find the Content-Security-Policy:

wget -O - —--save-headers 'https://pypi.org/project/slimit/"’

Content-Security-Policy:

base-uri 'self';

connect-src 'self' https://api.github.com/repos/ https://api.github.com/search/issues https:/
—/gitlab.com/api/ https://*.google—analytics.com https://*.analytics.google.com https://*.
—»googletagmanager.com fastly-insights.com x.fastly-insights.com x.ethicalads.io https://api.

—pwnedpasswords.com https://cdn.jsdelivr.net/npm/mathjax@3.2.2/es5/sre/mathmaedtimiesoa néxt page)
—2p66nmmycsj3.statuspage.io;



https://www.pornhub.com/
https://developer.mozilla.org/en-US/docs/Web/CSS/flex
https://pypi.org

(continued from previous page)

default-src 'none';

font-src 'self' fonts.gstatic.com;

form—action 'self' https://checkout.stripe.com;

frame—-ancestors 'none';

frame-src 'none';

img-src 'self' https://pypi-camo.freetls.fastly.net/ https://*.google-analytics.com https://
—*x.googletagmanager.com x.fastly-insights.com *.ethicalads.io ethicalads.blob.core.windows.
—net;

script-src 'self' https://*.googletagmanager.com https://www.google-analytics.com https://
«»ssl.google-analytics.com *.fastly-insights.com x.ethicalads.io 'sha256—
—U3hKDidudIaxBDEzwGJApJgPEf2mWk 6cfMWghrAa6i0=" https://cdn.jsdelivr.net/npm/mathjax@3.2.2/
«'sha256-1CldwzdEg2klwTmf7s5RWVA7NMXI/7nxxjIM2C4DgII=" 'sha256-0P0aN8stWYQxhzjKS+/eOfbbJ/
—u4YHOS5ZagJvLpMypo=";

style-src 'self' fonts.googleapis.com x.ethicalads.io 'sha256-2YHgZokjiizkHi1Zt+6ar0XJ00eEy/

—egBnlm+MDMtrM=" 'sha256-47DEQpj8HBSa+/TImW+5JCeuQeRkm5NMpIJWZG3hSuFU=" 'sha256-
—~JLEJjeN9e5dGsz5475WyRaoA4eQOdNPxDIeUhclnIDCE=" 'sha256—
—mQyxHEuwZJgqpxCw3SLmc4YOySNKXunyu20izlr3/wAE=" 'sha256-
—0OCf+kv5Asiwp++8PIevKBYSgnNLNUZvxAp4a7wMLuKA=" 'sha256-h5L01Lhk6wiJrGsG5ItMOKimwzWQH/

—yAcmoJDJL//bY=";
worker-src *.fastly-insights.com

One way around the CSS limitations is to programmatically access the style attribute of a DOM node directly
(source javascript - How to position a DIV at specific coordinates? - Stack Overflow):

element.style.position = "absolute"
element.style.top "o"
element.style.left = "99%9px"

The bests remedy for CSP violations using style elements, however, is to use constructable stylesheets, e.g:

const myStyleSheet = new CSSStyleSheet();
myStyleSheet.replaceSync (myStyleSheetText) ;

The stylesheet is applied with

’myShadow.adoptedStyleSheets.push(myStyleSheet);

Now the shadow text is blue, while the document text is still black.

The stylesheet can also be shared at other places, like

’document.adoptedStyleSheets.push(myStyleSheet); ‘

Now the outer text is also blue.

Using ths technique with firefox or chrome does not trigger a CSP violation.



https://stackoverflow.com/a/6802970/2127439
https://developer.mozilla.org/en-US/docs/Web/API/Web_components/Using_shadow_DOM#constructable_stylesheets
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